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Crew Wifi Pins (Captive Portal
Features)

Captive Portal Pin Creation based on WAN
Self Signup with payment gateway

Auto renewal / Batch processing
Bandwidth limits and data thresholds
Monthly/Weekly/Daily Limits

Time based limitations

Live reporting on data usage

Data top-up

Data Counters

All LAN->WAN network readings
separately

Aggregate of LAN
Aggregate of WAN
Separate WAN readings

Graphs and analytics of data utilization
over time

Network Management

WAN failover, load balancing

Data threshold based WAN cutoff
Unrestricted creation of networks
/subnets on separate VLANs

Multiple routing tables for complex setups
Multi WAN Monitoring

QOS

Cable Disconnection Alerts

Firewalling

Separate firewall filter rules for crew
and business

Granular firewall rules per WAN
Domain / IP -based filtering
Address lists (IP sets)

Firewall templates

DNS Filtering

DNS Based Content Filtering (LAN)
DNS Based Malware Block

Audit Trails

Complete audit trails for all actions taken
on the platform

PAM access for L2 support

Generate temporary admin credential
to login to firewall interface

Multi-Tenant Access

Secure platform segregating data
between fleets

Grant Access to L1,L2 support,

RBAC Management with Granular Role based
Access Controls
Enhance maritime security with real-
Netflow time NetFlow traffic analysis and

anomaly detection for ships.

Remote Service Access

Directly access services running on vessel
systemsfrom the platform
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CATEGORY FEATURE DETAILED FEATURES

In-line network intrusion
prevention system, updated with
the latest threat intelligence on
an hourly basis

Network IDS/IPS

Integrated with ESET EDR

Host based EDR
(External)

Correlation of Network &
Endpoint Protection

IDS + EDR - Correlation (XDR) Correlation of EDR+IDS data (XDR)

e Correlation of data from Tiers
3,4,5 with additional security
and risk management metrics
to generate a compliance
report that is suitable for class

e Hardware Asset Inventory
(automated/PCAP/manual
entry)

e Software/Firmware Asset
Inventory (automated for
machines with endpoint
agent)

E26 E26 Compliance

¢ Documentation/Schematic
upload

e Purdue Model-based topology
¢ Live Vulnerability Listing
e Risk Report

e Compliance Score and
comparisons with fleets/other
vessels (in pipeline)

Real-time connectivity monitoring

Satellite Starlink & OneWeb API and automatic failover between

Integration Integration Starlink and OneWeb satellite
networks

Securing Every Mission
Powering Every Vessel
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